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System for configuring and remotely administering a unix computer over a network 



(57) A forms based browser interface system for 
configuring and administering a network server from a 
remote location. Using forms, such as hyper-text 
markup language forms, the system provides a graphi- 
cal user interface that allows a novice user unaware of 
the platform, architecture or even operating system of 
the network server to transact administrative tasks on 
the network server An interfacing computer at which 
the novice user performs administrative tasks upon the 
network server is connected to the network server via 
network connections. The interfacing computer is 
equipped with a browser program that can display and 



interact with the forms created by the network server 
The forms allow the user to select among various ad- 
ministrative tasks to be performed on the server The 
forms also allow the user to input parameters for admin- 
istration of the server such as new account names when 
adding new accounts for the server Once the form input 
is submitted over the network connections to the net- 
work server scripts within the server pass this informa- 
tion as parameters to appropriate software that com- 
plete the execution of the task and may signal to the 
user at the interfacing computer through messages on 
the forms, success or failure thereof. 
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Description 

BACKGROUND OF THE INVENTION 

Field of the Invention 
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The present invention relates to the field of configuring and adnninistering computer systems, More particularly, 
the present invention relates to automating the configuring of computers and administering computers using a graphical 
user interface from a remote location. 

Description of Related Art 



Certain computer systems such as those running in the UNIX operating environment are sufficiently complex that 
they have traditionally required specially trained technicians to configure and administer them. 

Configuring and administering a UNIX computer system has always been a specialized job requiring the know- 
how of a trained technician with a thorough knowledge of UNIX. The level of training and know-how required to suc- 
cessfully perform these tasks increases when the UNIX machine is connected to a network, and further increases 
when the UNIX computer is to be used as a server providing access to data and code for other machines connected 
over the network. 

Further in order to install and configure a UNIX-based computer the computer must be connected to a monitor 
and an input device, usually a keyboard with which a UNIX trained technician must manually type commands. Thus 
the operating system, system utilities and some software applications that run on the UNIX system cannot be made 
available for use without the help of a UNIX trained technician working at the site of the server A UNIX computer with 
devices such as disk or tape drives requires, for instance, complicated configuration known as "mounting" such that 
the operating system and software can recognize and use the dnves. Similarly, networking interfaces such as a TCP/ 
IP stack or packet drivers must be configured upon the installation of the operating system and/or the communications 
software that uses them such that File Transfer Protocol (FTP) or Telnet may operate correctly. When the UNIX com- 
puter also operates as a server then the server software must be correctly installed and configured to run administrative 
tasks such as file permissions and setting up user accounts. This has typically required a system administrator with 
experience in such features as shell scripts and daemons (for file systems and E-mail). Even when administrative tasks 
are made available to a system administrator however they must be performed using a terminal at the physical location 
of the server 

Thus, there is need for a method and apparatus that circumvents the need for trained technicians in order to 
configure and remotely administer computers such that persons not trained in the operating system or platform of the 
computer can perform these tasks graphically and remotely. 

SUMMARY 

The present invention is a method and system for automating the initial configuration of a computer system and 
providing for remote ongoing administration of the computer system, particularly when the system is UNIX-based net- 
work server 



ser 



The server is configured using information on a removable media such as a diskette for use over a network. The 
^rver then self configures "packages" containing administrative software and system utilities for the server according 
to an order established by the server file system. Once the configuration is complete, a user may thereafter administer 
^ the network server from a remote location on an interfacing computer Using forms, such as hyper-text markup language 
forms, the interfacing computer displays a graphical user interface, which is ideally a world-wide web browser allowing 
a novice user untrained and unaware of the platform, architecture or even operating system of the network server to 
perform administrative tasks on the network server The interfacing computer is connected to the network server via 
network connections and is equipped with a browser program that can display and interact with forms created by the 
0 . network server These forms allow the user to select among various administrative tasks to be performed on the server 
Once a task is selected, such as when adding new accounts for access to the server additional forms allow the user 
to input information concerning the task such as an account name. Once the input entered in the forms is submitted 
over the network connections to the network server scripts within the server pass this information to appropriate soft- 
ware that complete the execution of the task and may signal to the user at the interfacing computer through messages 
5^ on the forms, success or failure thereof. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a diagram showing the main components of the '^-^^'^-''-^Z"'"'^^^^^^ 

FiLre 2 is a flowchart showing the steps involved in configuration of the server and its software. 

Figure 3 is a fiJ^wcha^^^^ the steps in administering the server from a remote location on an .n.erfacng 

*'°"'ngure 4 is a chart showing the directory tree structure of static package information. 
Figure 5 is a chart showing the directory tree structure of dynamic package informa ion. 

°"C'eV^ a'irel'rpr o, . 9,=pwca, usa, in„r.a« a*,W».U., screen ,o. a«lng „s„e o, 

screen according to the present invention. 

75 DETAILED DESCRIPTION OF THE INVENTION 

, ,.o.e a „.an, lave, d,a.,a. 
trained and knowledgeable technicians such as System Administrators, <o ca^^V 

-r=.ir„rrr;a:;.":rioX:nr=^^ 
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'-'TZZ.. base ope,a„„, sys.a. o, ..e se.enO .as 

H;:,t?i 190 narticularlv network configuration data, such as an Internet Protocol {irj duuicoc. 
?ots;ir™ra„'*r pac.a, ,e,a,e. >o „e,wo,^^^^^^^^^^ 

o»np"L 40 <une o, »hat platlorm Ihe remole inlertacing compule, 40 .e based upon w . be able lo pertom^ ma 
T^ZZL..-^ o, I serve, ,0. The '^-"-^^ f,"*^^^^^^ 

rrrofb:s':rr':rc;r,r:r:r;p:s:rs';^rir:?^^^^^^^^^^ 

a,e necassar, ,0 partorm ,ha ,asK,„,„ed by ,h, .se, and „ ie„„ anU.led "Add 

Fnr ^^ypmnif^ to add 3 new user account or access to the server 1U, me du mciy ..av^ 
user A couT thereupon a simple click would bnng up a dialog .ox asking, for instance, a user '^^^^ 
Figure 8 shows such an arrangement. Upon entering the user name and password, the sen/er 0 would ^^^^^^J^ 
rnflmation over the network connection 1 30 and ^^^^^^^J^^:;^:;:^^ c^^nS 
and packages invoked through self-executing scnpts. Upon successful °' necessary to complete 

necessary to create user directories, set the password^ create log- fi es a-d f^l ^^^^J^^^^^^^^^^ 
the adding of a new user account, the sen/er 1 0 can send back to computer 40 a ^/^^^ ^^^^ ,^3^, ^^,^,3 

which the'n flashes on the monitor 50 or perhaps, through ^l^;";^^^^^^^^ 
•M icor AriHc^ri qtjrcessfullv " This examp 6 IS described in greater detail later wiin rebpesui y 

a browser such as Na.scape Navigalor™ (a pr,:duc, o, ="7;;?^^^^^^^^^ 

40. The only requirement is that the computer 40 be ^^P^^^T""^ :foabnity is wei known in L art and will not be 
the server 10 through network 30. Implementing computers yvith suci. -.-ipability is wen mo 
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described in detail. 

Using a remote interfacing computer 40, the server 10 is allowed to be a "headless" server, that is. a server without 
a terminal display or any physical input devices such as keyboards or mice, since it can be fully administered and 
reconfigured from a remote location. Though the embodiment discussed herein relates to the example of server 10 
being a UNIX ■ .. -..^6 sen/er, the method and system for the interfacing system of the present invention may be emoloved 
on any sen/ers of any platform, such as a DOS (Disk Operating System) or Macintosh. 

Figure 2 shows a simplified flowchart of the initial booting and configuration process. When the power of server 
10 IS turned on, an initialization script is run out of the directory /etc/rc2.d (210) where T designates the root directory 
or the server file system. The system is queried as to whether a floppy with configuration data is present (220) If not 
the system will boot as-is (230). If a configuration floppy is found, the script will copy the configuration information from 
the floppy and place it into the appropriate administrative "package" directories (240) into files with an extension " cf " 
cMK,!f "^^ "^^^ °' '"^ ^^""^ 2^^^^ package, SUNWdnsA, the configuration file would be /etc/oot/ 

SUNWnak7/packages/SUNWdnsA/conf/dns.cf. The entire file system is described in detail later ) 

After all the data is read and copied from the diskette into each package's corresponding ".cf" file the /etc/rc2 d 
or other scnpt then invokes the configuration program of SUNWhostA which is a package that sets the name of the 
server and other critical information (250). Then, the script invokes the rest of the packages' configuration programs 
ToLTTT^ determined by the leading digits of the registration file name resident in a registry for each package 
(260). Each step in the configuration sequence involves sequentially invoking each package's configuration program 
20 from .hfi?? ^^^^f'S^;^ Pr°9^ann then reads the package's ".cf" file containing configuraticn information read 
from the diskette. Thus, the package SUNWdnsA will have a program /etc/opt/SUNWnak/packages/SUNWdnSA /bin/ 
config performing the configuration according to the corresponding ".cf" file. Critical packages, such as SUNWnetA 
which configure the networking interface, should be first configured so that administrative tasks may be performed 
!'o«^I^ .! "^""^'^ ^ '^"""'^ *® configuration of all packages is performed and the sen/er has booted 

(265), the system is considered fully configured (270) and users can connect the server using port 80 (standard HTTP 
anonymous user port) over the network 30 to merely use the server, or connect to port 81 (administrative port) to begin 
administration of the server. ; ^^"<=yiu 

Figure 3 shows an overview of the steps involved in carrying out the remote administration of the server from the 
interfacing computer. 

30 in ""'"^ assumed that the server, "xyz", has been previously configured via diskette (as shown 

in Figure 1 ) so it can at least be accessed from the network according to the steps described with respect to Figure 
2^ln step 1000. the user launches a WWW browser on the remote interfacing computer and invokes "httpV/wwwxvz 
abc.81. to access the HTML-based administrative user interface (at a main screen or home page) to the server "xvz" 
The designation "wwwxyz.abc" is the Uniform Resource Locator (URL) that any user with a WWW browser and nec 
essary networking feed can connect with to get access to the sen/er In step 1 1 00, the user enters an appropriate login 
-5 and password to access server xyz's HTML-based administrative forms and pages. Once in the top level form }or 
system configuration and administration, according to step 1200, the user selects the administrative task that thev 
prefer to pursue, such as FTP configuration or new user addition. According to the task selected, in step 1300 the 
user wil be presented with one or more task relevant HTML forms that let the user specify configuration or administration 
information. According to step 1400, the user then fills in the required form and "submits" it to the server over the 
^0 network by activating, for instance, a "submit" icon/button provided on the form 

In accordance with step 1500, information submitted through these HTML forms is transmitted over the netwcrk 
to the server where scripts process the submitted information and either accept or reject it (step 1600) If information 
IS rejected error messages are displayed back to the user (step 1550). and the input, submit, and validation process 
repeats untH the transaction can be completed. According to step 1 700, once the script gets valid input data from the 
user, the submitted data is passed on to the executables of the appropriate administrative package or UNIX commands 
corresponding to the task selected (step 1 800). According to step 1 900. upon completion of the task requested bv the 
user a message indicating successful task completion is transmitted to the user on the interfacing computer (1950) 
Similarly, if any errors occurred during task execution, an error message is transmitted to the user and the user mav 

50 '^^T"^ °' ^^T^ u ^ '^'^ '^'^P ' "'^ ^'^P^ mentioned above may be utilized for altering configuration 

50 of the server by changing the " cf" files using input submittal in forms. 

The process of form input, submittal, script processing, and program invocation can be repeated/modified for any 

■. number of tasks to accomplish ongoing configuration and administration of the UNIX system without the user having 
to type a single UNIX command or know anything about UNIX. Further, as is standard for HTML forms the user will 
readily be able to escape back to any previous form or cancel the task entirely, if the user so chooses 

Several network "packages", such as FTP, are provided by the sen/er 10 for use in enabling and controllinq client 
or user access^ The present invention will be described as working with SOLARIS^" (a product of Sun Microsystems 
\nc ) as the underlying operating system, but one skilled in the art will appreciate that any operating system Drooerlv 
outfip^d^an un^|i^e^r.etwork server and provide similar packages for network/sen/e^c£.inis,ra.S 
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^ ^ orr^iraiiv/ add new packages as they are requested 
ins,a..edwithcertainpacKages.meserver.Ocanbeequippedtodynam.ca.lyaddn 

bv or required for clients and users. Transfer Protocol (HTTP), Dynamic Host 

' Among the basic services provided by the f <^^,X^^^^^^^J?f;3Sice Protocol (POP). Additionally, the server 
Configuratton Protocol (DHCP), Internet Mail Protocol <'^^^2rname server information such as the IP addresses ot 
?0 wS have a Domain Name Server (DNS) P^f prov ci^g name^^ ^^^^ ^^^^.^^^ ^.^^ g.^p,^ , 

a cache server, a primary sen/er and a secondary sen/er. A ^endr^^ ' administrative support, server 10 ,s 

Transport Protocol (SMTP) functionality ,o ^^^^ll^' ^fj Transfer Protocol (FTP) setup, added 

configured to provide asynchronous the network) and access to newsgroups or 

secuHty (for granting super-user or ordinary -^-[^'^'^^;^^^^^^^ ^ail and web access. In terms of configuraUon 
Gopher information services, and the ability to ,"^^^7"°'"^^33k. default route schemes, root passwords, date, 
support the following functionality is exemplarv'. IP addressing, netma 

time and timezone setting. _ . ,. „, be routed via HTTP so that the user may 

The server 1 0 has a daemon to produce HTML ^^^^^^^^ running under port 81 , rather than 

empLy any HTML browser they desire at the --^^-"J^^^^^.Srota^ other than those in the local domain 

mTstandard HTTP access port 80, the daemon can prevent access from a y ^^^^ ^^^^^ ^^^^ authenticate 

destnated ^^^^ certain IP masks). The daemon f P^'f^^,^^^^^^^ 

Sfves us^ng a password to gain ^^^^^-^^^l^^!^^^^^^ all the administrative upkeep 

,or packages of the server are then used by ^'^'^^"'^'^fj'f.e^eape Navigator- displayed HTML form that sets 

counls An altemallve embodiment ma, provide = " „,i„g Teln.l 0, d»eo. modem d,al-up. Thus, a 

'°^-p:r ^•^i^:::^^-^^^ ---^ -''^^ " 

be in the same room as or provided along with server iO. 

A P-frrnll F--^"-,cwnrk nf the Seiver 

' ■ . -KoH in this section as it relates to package configuration 

A "framework" tor the file system of the server is described ^"J^jf/^^^^.^^^, 3,00 of the server 10 and, sub- 
andise. These "packages" are the Pn-^Vf "^7! '^^'ff^^sT^e 10 over neLrk 30. Administrative packages 

shown in Table 1 below. 



Table 
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45 



Static intormation residing at /opt 



SUNWnak/cgi-bin/ 



SUNWnak/html/ 



SUNWnak/icons/ 



50 



SUNWnak/images/ 



SUNWnak/au dio/ 
SUNWnak/bin/audio 



Contains HTML forms work, such asjrwr^ 



Various HT ML pages 

Various xbm icons 

Various G IF/JPEG images 
Package-related audio files 



Program to playaud^^^e^^ 



55 



SUNWnak/bin/config 



SUNWnakybin/startup 



vendor 



vendor-proto 



nrouidf M v^cAii %^w...-3 — ■ — 



'symbolic link to vendor-specific^personalit^^ 



— ' ' ^^^ifioH in Table I for SUNWnak resides. 

Figure 4 Shows the director structure in which the static information specified 
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is r '° ■ ^ 

commands or the framework such as the "002' pig am , or ^ (executable) files that are the base level 

The "httpd" subdirectory (3i 4) cor^tains more advanced exec S^^^^^^^ '^^^^f °' "^^ P-'^kages. 

server. The "lib" subdirectory (316) contains librades and "^^'^'enance and setup of the server as a Web 

Finally, the Netra™ (a trademark o Sun irrsyj ""T^ configuration scripts, 

can customize the administrative pages o hTweT Lrver ^h. n "T " ^^^^or-specific images and forms wh,ch 
subdirectories, one for each package packages" subdirectory 320) contains a number of 

Wnernrs";?;^~ 

tS^^r- .asks each of these packages pel^ s^thfdisTutt^ ^^^^^^Z^^ 
area™;eXS^^^^^^^ 

or passage add-ons according to their nieds "^'^^-^^^^^ ^^^^"^^^ ™y add their own customized packages 



20 



25 



. Table II. 


Dynamic Information residlna at etc/opt/cii (mw^.i, ~~ 


vendor 


Symbolic link to vendor-specific data area 


vendor-proto 


Prototype vendor data area 


registry/ 


Directory containing package registration information 


conf/ 


Configuration directory 


conf/SUNWnak.cf 


Configuration file 


logs 


Various log-files 
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'» < II ic uyncirf nc Ciaia — i- - ^'^^v-'Uiauieto cina 

Administra tive PackR^ ^^^ 

packageM3To;;n?;j;:;op«^^^^ A Sutler '""''"'''^^ °' /opt/SUNWnak/ 

underthe/opt/SUNWnak/packages tree where thrstlflL^^ package's files are installed in two places- 1) 

all the logs and configuraSon files reside A pa tt^irfet^ 

described in detail later. The name of each package 1st T r '"'''^^^ registration, which will be 

7var/opt/SUNWnak/reg,stry/nnX.PKGname»Sscribed i^^^^^^^ ^ ^^^'^'^^ -^^^ ^ registry directory as 

and - executable program used for setting 

A.ong the five packages illustrate^d by the^r dSS2 T^^TZ^^T^^^^i^^^ j 
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, ,he nresent invention, only a brief description 



package lype '°"'°*.,„,s jMcribed earlier Wiiwr, each We is a one Im s 

'T" ""h r, c".!, O^P See? These paoKa^e lex. eiring. -'"-'^f "'e „cl„g Ihe a.»<o„,(9.. 

D.Confiauiatign ,H.r from a sen/ice provider or as a result of 

program options are preferred. 

■ e^r ,=rrore'i;Ss ar. accp*. wi«. ™.VIP, e- .e lile. This op.l. 

. V rewrne Ihe package's version miormal.on ^ ^ ^^^^^^ 
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. Lo^s 



package as is illustrated by the SUN WdnsA example in^ Z." h ' "'°9^" directory for tat 

o display ,ts log file, such as dns2.log (462) for SjN^nsA ' inn f "'"^'"'^'^^"^^ P^^^age can have functionality 

F. HTML 



Scripts, which are called by the user via fhP httd , 

also translate the form input submitted to the server into Z'.'" '"TT selection will 

.oFTPcfand.henthecl^,7uraSn"jgr^^^^ 

HTML forms, such as the "Add User Account" Wm l^ '^^"^^^ f''^ '° 9et the para 

computer to input information for adding a neTa lounT AooTni" ' -mot e'.nterfac no 
may be generated. Referring to Figure 8 inout !inH ^^P^'^ ^ 'contains source code showing how this forrS 

user's realname. another one for thrpasswrrSLd son °' ""^'^'"''^ another^or me accoum 

^3?:^' ^ - ^~h:ro t^rfTh^st^i^^^:" r-^^- '-^ ^^^^^ '^-s:: ' 

130 and then the appropriate script(s) for that pacteoe on th. !1 , n ■ '"^ '"'o^^^ation over the network 

newuserinformation willbepassedasprogramparleterTT^^^^ T SUNWus.erA, w„l run and the 

G- The Main Form 



displayed to the user immediately upon login or aSer visil^^^ ' "Administrative Tasks Home Page" that is 

is generated by an HTML command such as HRE "^'h'""' '""^ ^^^^er The main form 

with the following menu items- ^^^f^Wnak/cgi-bin/main.cgi" which then generates an HTML form 



Manage Interfaces 
Manage Services 
Manage Users 
Manage Hosts 
Advanced Management 



other ve menu ,tems wil, transfer tie u e to di^sren ht\^I oa '''hT " '''' °' — ' ^ach of the 
to preferred task" as mentioned in Step , 300 SeSo Z t^^'^ T"" '^^^^^^P'^"^^ '° "^e "home page relevant 
manipulate user accounts on the server, provide ma (" e^^^ Manage Users" page allows administrators to add and 
user accounts, a user account administr^e pagT? then d soI'Ih "^'^ ^^9^^' '^^ case of 

Account" may be selected. Then, as shown in Fiaure °" "^^ ^^reen from which the option "Add Use 

page lets administrators add, delete or modi y hXtrie via hTdom""' ^°"''9ured. The "Sos s" 

pro ocol. Selecting the "Advanced Management^ menu rtem .1 h "^""^ '""^"^ ^""^ ''^"^'^"^ configuration 
system itself. The "Advanced Manageme'nt" page has mlu item's l^ch ser^e? 

o Manage system parameters 

° r volume (including OFF) 
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15 



20 



Install new soUvyare package 
Save configuration 
Restore configuration 

o Shutdown server ^^^^ ,^^3. 



o 
o 
o 
o 



o 
o 



Set IP address, netmask, default route 
Set root password 
Set date, time, and timezone 



o Set date, time, ana ume.o,.= ^ administrative pages 



CRctt iy*==' ci"^ " ^ 

the spirit and scope of the invention. 
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l.!/bin/)c5hlpragTnd Ident "9 ( I) user 1 . cgi 
I 

I Variables 
# 

PKG-SUNWuserA 

J Load the iibrarles 

' /opt/SUKWna)c/lib/nak.global3 
. ^PKGR00T/cgi-bin/u3ercoimnon.cgi 

set +u 

nak^htird^head "Add User Account- 
cat « _iEor_ 

<rO^.. ACTI0.r.„3OHC0X,.,PKCCCr,/.3......e,.. >..Hoo..posx.> 

P"3H0rd: <rNPUT NAME--"fer-^ VALU2-.S2- Sl2E-30-> 

Reenter Password- <iyn>UT u>J^ "^er^aa i" valu£:--$3- typp ■ 

<OPTION VALt3E-./bi„/k3h-> Korn sLn 
<OPTiON VAu;z-/bin/csb-> c She? 

</SELECT> 
</PRE> 
<BR> 

^>L€ave the password fields bl^nV ^ i 

Choose <STRONG>Add</STRONGrfo ^^er doesn't wan^ . 

</BODy> ^ ^Mam AdiTuni3tration</A> 

</BTML> 

set -u 



so 



55 
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4 varldblea. 



70 { toad the libraries 

* /.nt/SUN-wnalc/iib/ndX.globdls 
: SrGS/cgi-b^n/u.erco.c.n.cg.i 



4 
4 

.(checX.logxn - SW^_-3er Jog.n- ) 

case 5? 
20 1 ) 



25 



2 ) 

e 



3 ) 



in , „ - cvrr*^ usef najTte''\ 

' ^ i«- " 5WWW user na^cie'X 

sPKGKC»T/cgi-bin/userl.cgi 'Swvrvi.user login ^i„ady ex.5 

, • <iwww user naj&e"\ 

SPKGKOOt/cgi-bin/.aerl.cgi '5WV.-«_"!^^-^°r!:<__'TS5 u3e?_lo<;in i, invalid.' 
exec '^'^^^^^^^erj^ss.l- -5WVfW_.:aer j>ass_2 



> " rrt -SHHW user pass l" •5WWW_u3er J«3S_2-) 

if 11 S7 !- 0 n 



if 11 S7 .- w ' "svoiVI user nanie'V 

^^'\«c .PKC.OOT/c,i-bin/u3erJ^gi ^„.^.a3 don't ^.c^ 



40 



45 



ti 

typeset -i 
uid-100 

„iaii3t-5C.-V -r: Mprint /etc/p.33wd) 
notfour»d-l 

while II Snotfound — 1 11 

uid-$uid+l 
nocfo\jnd-0 
for i in Suidlist 

if [\ 'Suid* Si 11 



then 

not found* 1 
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fi 

done 

done 



aone All 

!• i4 5{4w-rfW user ^pass^H -It n 
if It I -X -$WWW U3erj>a3s__l _ 

*^ 11 * , • <» ^www user name \ 

ec5PKGK0OT/cgi-bin/userl.cgi •SWWW_u«eO^;" SWW>._u3e _ 
exec ^k'RVj'^wi/ ».<Lwww iiaer pass 2 > 
user^ss ^^^^/-^/^ .e^^ed." 



fi 



-SWHW_u3erj^3S i ^""^--g Xs retired, 
least six characters ^ 
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adci_aa4>swd_entry "SWWW user login' "$uiT»- "c-t^^ 

add shadow entrv "sw*nj *,c«- t ~ 
JO make_home_dlr " ^www^^user^login- 



25 



esac 
3et -u 



na>c_io, info 0 ".se. 5www_u,er_iog.n haa been ccea.ed,- 
nak_html_head "Add Uaer Account" 
cat << _1E0F_ 

<a2>U3ar-5.-„-w:u3er_lo,in accent ha3 bean created 1 </h2> 
<P>Choo3e one of the following Un,, ^elow. 

<A HSr:;'pSi;"nd%'^-^'^"''^ Account<M> , 

<A HREr-sS -'r^ Ad™inx3tration</A> , 

</BODY> /n^in.cgi >Main Admini3tration</A> 

</HTML> 



lEOF 



Claims 

configuring the network server fnr 

configuring soilware 030^0. ' . "^'"'^^'^ connections: 

P-^aS- on the network server for executing a set of administrative tasks on the ne.wo k 

^S':^Z;,;^:Zr''''' '^-^-^ ^'-^P-aved a preferred adr.in.stra.ive task fro^ . 
-nputting of information, by a user relevan, >n . 

:r:re=rm-^^ .o the network se.er: and 

-ndsnat.veto.hene.workser;rrntrs;err.;rur^^^^^ 
s^ernS,^--------stepofconf,gur,ng3oftwarep 



40 



SO 



server 
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the user al the interfacing computer 

«.^r ri.nc in the UNIX operating environment. 

7. A melhod according to claim 1 wherein the network server runs .n the UNIX p 

r thonptwnrk server for use over network connections 

8. A rr^ethod according to claim 1 wherein the ^'^P ^^^^^^^^^^^ said removable media containing configuration data, 
is achieved through a removable media provided to the server, saia rem 

< «^ c r«imr>to location a network server, said interface 
in a computer system, an interface system for administenng. from a remote location, 



9. 

system comprising: 



a set of network connections: intpdacina computer for transacting a plura?rty of admin- 

rgS^rustttre^^^^^^^^^^ 

r,etwork server to a set of menu items ^'^^J^ll''.^^^^^^ sen/erto complete transactions of 

user input submitted through said menu items is translated 
said administrative tasks. 

„(i^.,r=H nn the UNIX operating environment. 
10. The interface system of claim 9 wherein said network server ,s configured on 

.^if^nnfinures software necessary for connecting 
11 The interface system of Claim 9 wherein said network server self-configures 
■ 'o said tnterfacing computer over said se, of network connections. 

u- I .<.rir,ts.rfflre is a set of hyper-text markup language forms 
1 3 The interface system of Claim 9 wherein said graphical user interface is yP 
accessible through a world-wide web browser. 

over said set of network connections. 
,S TK, «,.ac. . CI. . -..in aa™„i,„a« ,as. ,nc.., a.d.. ™„ an. .0.,,,., u.a, 

■ information for existing users of the network server. 
,S. T., .,.,.aoa s,s,.™ =. c,ai„ , *e.in .a. a..«»a,.e ,a,Ks .*e, Inc.* con,l,.,n. .e ne.wo. .,~ai 

as a world-wide web server. 
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Q START 
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Netscope: Lonce Ethernet Administration 



File Edit View Go Bookmarks Options Directory 



Help 




•ym/vm® ^^^^ 



Lonce Ethernet Administration 



Enter the configurotion information for the 1st interface. When 
entering either the P address or the P actmask. type four 
decimal members seporoted by periods. Example: 123.112.123. 
To choose figure time this interface, clear the P oddress field. 



IP oddress: 
IP Netmosk: 



129.146.342.289 



393.253.253.0 



Choose Configure to store the ref connection entered. The 
mochine must be rebooted for those values to toke effect. 
Choose Reset to reset the status on this form to their previous 
values. 



Gonfigure Reset 
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Netscope: Add User Account 



File Edit View Go Bookmarks Options Directory 
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Add User Account 



User Login: 
User Nome: 

Possword: 
counter possword 

logis shell: 



Bourne Shell c=3 



Leave the password fields blank only if the user doesnU 
wont 0 password. Choose Add to odd the user or choose 
Reset to reset all the fields. 



Add 
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